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Debugging non-deterministic software 
failures isreally hard

ÁHard to reproduce
ÁShows up in production, but not in development

ÁPrecludes cyclic debugging
Á#ÁÎȭÔ ÒÅÒÕÎ ÔÏ ÈÏÍÅ-in on root cause

How can we reproduce non-deterministic 
failures?



Why deterministic replay?
ÁModel checking, testing, verification

ÁGoal: find errors pre-production

Á#ÁÎȭÔ ÃÁÔÃÈ ÁÌÌ ÅÒÒÏÒÓ

Á#ÁÎȭÔ ÒÅÐÒÏÄÕÃÅ ÐÒÏÄÕÃÔÉÏÎ ÆÁÉÌÕÒÅÓ

Record Replay

Non-deterministic data
(e.g., inputs, thread interleaving)

Log file

Non-deterministic data

Generate replica of original run, hence failures



ÁSupport multiprocessor operation

ÁMulti-core revolution

ÁSupport efficient recording

ÁSuitable for production use

ÁRequire no special hardware

ÁCan be used today on many architectures

ÁReplay data races without annotation

ÁFound in many apps, benign or erroneous



Multiple 
CPUs

Efficient 
recording

Software
-only

Replays 
data races

Liblog,R2 No Yes Yes Yes

SMP-
ReVirt,iDNA

Yes No Yes Yes

CapoOne,DMP Yes Yes No Yes

RecPlay,Kendo Yes Yes Yes No

Very hard to meet all requirements
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Record Slowdown (x) vs. 
App (2 CPUs)

7ÅȭÖÅ ÂÕÉÌÔ Á user-level replay system (ODR)

ÁMultipleCPUs
ÁEfficientrecording 

~1.6x 
ÁSoftware-only
ÁReplays real 

Linux/x86 apps
Á Apache, Java-Tomcat, 

MySQL, Radix, etc.

Meets all requirements



For debugging, not necessary to 
produce identical run

Often suffices to produce any run that 
has the same outputs



VOverview
üLeveraging the intuition
üAchieving output-

determinism
üResults
üFuture work



Runs similar 
to original

Relax the determinism requirements

Original 
run

Not a new idea (e.g., 
)ÎÓÔÁÎÔ 2ÅÐÌÁÙ Ȭήάȟ 3ÔÏÎÅ 

ȭήήȟ 02%3 ȬΦίɊ

Runs with 
same output 

values

Space of all 
runs

Runs similar 
to original

Original 
run

Space of all 
runs

ODR takes it to extreme; 
replay may differ a lot, 

but same outputs



Thread 1
R0 = INPUT1
Store R0, X

Thread 2
R1 = Load X
If (R1 * R1 == 4) 
0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

X = 0

Data Race



Replay run reads/writes same values as original

Thread 1
R0 = INPUT1
Store R0, X

Thread 2
R1 = Load X
If (R1 * R1 == 4) 
0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

X = 0

Original run

R0 = INPUT1

Store R0, X

R1 = Load X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

2

2

Value-deterministic run

R0 = INPUT1

Store R0, X

R1 = Load X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

2

2



Original output
Error

Replay run produces the same output as original
(Output: segfaults, core dumps, console messages, 

etc.)

Output -deterministic output
Error

Thread 1
R0 = INPUT1
Store R0, X

Thread 2
R1 = Load X
If (R1 * R1 == 4) 
0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

X = 0



Ordering nor values are reproduced

Thread 1
R0 = INPUT1
Store R0, X

Thread 2
R1 = Load X
If (R1 * R1 == 4) 
0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

X = 0

Original run

R0 = INPUT1

Store R0, X

R1 = Load X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

2

2

R1 = Load X

Output -deterministic run

-2

R0 = INPUT1

Store R0, X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

-2



1. Reproduces most visible signs of failures

ÁBy way of reproducing all outputs

2. Provides variable values that are consistent 
with that failure

Á%ÎÁÂÌÅÓ ÒÅÁÓÏÎÉÎÇ ÁÂÏÕÔ ÆÁÉÌÕÒÅȭÓ ÒÏÏÔ ÃÁÕÓÅ

R1 = Load X

Output -deterministic total -ordering:

-2

R0 = INPUT1

Store R0, X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

-2

R1 = Load X

Value-deterministic total -ordering:

2

R0 = INPUT1

Store R0, X

0ÒÉÎÔɉȰ%ÒÒÏÒȱɊ

2



Multiple 
CPUs

Efficient 
recording

Software-
only

Replays 
data races

Determinism

Liblog,R2 No Yes Yes Yes Value

SMP-ReVirt, 
iDNA

Yes No Yes Yes Value

CapoOne Yes Yes No Yes Value

Kendo, 
RecPlay

Yes Yes Yes No Value

ODR Yes Yes Yes Yes Output

If we shoot for output -determinism, values 
ÄÏÎȭÔ ÈÁÖÅ ÔÏ ÂÅ ÔÈÅ ÓÁÍÅȠ ÓÏ ÎÏ ÎÅÅÄ ÔÏ 

record them



VOverview
VLeveraging the intuition
üAchieving output-

determinism
üResults
üFuture work



ÁQuery: information about original run

ÁMinimally, original output

ÁResult: determinant

ÁIncludes all non-deterministic data: e.g., thread 
interleaving , input values, read values

Deterministic-Run 
Inference (DRI)

Record Replay

Query

Determinant

Output -Deterministic Run



f(    ,    ,    ) 
=     ?

Input
trace

Output
trace

origin-
al

Schedule
trace

?

Read
trace

1.Translate program into 
a logical formula 

(Verification Condition, 
&ÌÏÙÄ ȬάέɊ

2. Solve for the unknowns 
using a formula solver 

(we use STP, GaneshȬΦέɊ

Input
trace

inferred

Schedule
trace

inferred inferred

Read
trace

? ?


