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Failures are not fail-stop

LAT Home | My LATimes | Print Edition | All Sections Cnet news
fflos Angeles Times  Travel

You are here: LAT Home > Travel > Articles > At LAX, computer glitch delays 20,

Home » News 3 Beyond Binary

o - BEYOND: BINARY
0 Y 1 1 0 by Ina Fried 0N ’
Travel ! October 10, 2009 3:26 PM PDT
) FREQUENT FLIER | HOMELAND SECURITY - 3 -
Los el At LAX. computer glitoh delays 20 Sidekick outage casts cloud over Microsoft
ety Computer malfunction delays passengers on planes and in hal by Ina Fried Y B\ Fontsize (& Print [¥| E-mail < Share |

SUBSCRIBE » SECTIONS » BLOGS » REVIEWS » VIDEO » HOW-TOS atens to put a dark cloud over the
Sign In | RSS Feeds [}

rs can trust Microsoft to reliably store

go, though, Microsoft’s Danger unit

/“ S tage that left many T-Mobile Sidekic

EPICENTER

MIND OUR TECH BUSINESS / ) their calendar, address book, and ¢
_—_ .
G Handset Boasts Status pag
e i vhat has b
. . . . itec Emphasizes
Ma.gnolia Suffers Major Data Loss, Site Taken Offline With Latest Norton
es
By Michael Calore B4 January 30, 2008 | 12:56 pm | Categories: Uncategorized 0w the pa

r Switched On, but




To the rescue

@ Byzantine Fault Tolerance (BFT)
o tolerate [ arbitrary failures
» safe always

» good performance with failures if network
behaves well

» eventually live
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@ ZooKeeper, Hadoop Distributed File System

@ What does it take?

@ Revising much of what we think we know

@ Failure model
@ BFT implementation
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For better or for worse

@ Byzantine model is most general

o all you need are 3f+1 replicas..
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One Library
to Rule Them Aill

@ Only pay for the fault tolerance you need

@ One fault tolerant library




Revising what we think
we Know

o
@ BFT implementation
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Separating Order from
Execution

Execution

Ordered O

T RequesT reques*l' O
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@ Separating agreement from execution for Byzantine fault tolerant services
[SOSP 2003]




Big MAC Attack
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@ Making BFT systems tolerate Byzantine failures [NSDI 2009]
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Big MAC Attack

Faulty Client Faulty Primary




A More Perfect Separation

Authentication

Execution

Valid Ordered

Eé Request request request




A More Perfect Union

Authentication Execution
A ERESE




Speculating

@Zyzzyva (Kotla et al 2003)




Misunderspeculation

@ Speculation is a good idea

@ Speculative execution is a bad idea
o if wrong, lots of work

o its not about execution, anyway
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Revisiting conventional
wisdom




-execute
-loadCP
~takeCP

-result .
-returnCp:

Old World Order UpRight World Order




Case Study:
Make HDFS UpRight

NameNode

e Map files to blocks
. ] Map blocks to data nodes

Data Nodes




What was required?

@ Make execution deterministic
@ 7150 lines of code

@ Make checkpoints deterministic and complete
@ 71500 lines of code

@ Thats it.




Do DataNodes Need the
UpRight Treatment?

NameNode

.

Data Nodes




Modified DataNode
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Modified DataNode

NameNode
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HDFS LOC Changes

NameNode NameNode DataNode
Execution Checkpoints Protocol

~150 ~1500 ~900

HDFS: ~37k LOC total




HDFS Evaluation

® Amazon S3 small instances

@ 50 clients

@ each client writes/reads 1 GB file

@ 50 data nodes

HDFS configuration

Authentication /
Order / NameNodes

DataNode replication
factor

Original HDFS
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HDFS Throughput
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HDFS Computational
CoSTS
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What the future holds

@ The plural of “anecdote” is not “data”

0 Quantify the risks
» how frequently do Byzantine failures occur?

» how much damage can they do?

o Quantify the benefits

» what fraction of these failures does BFT mask?




Matrix signatures

(Aiyer et al 2008)

@ Separate order from authentication

.
[
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Matrix signatures

(Aiyer et al 2008)

@ Validity: request is from client

> :
o g Primary orders

request if
sufficiently
0 > 2Rl many valid
MACs

@ Transitive validity: convince others

@ Liveness: request will go through

o h=22r+u+1 Q




