
Debugging in the (Very) Large:
Ten Years of 

Implementation and Experience

Kirk Glerum, Kinshuman Kinshumann, 
Steve Greenberg, Gabriel Aul, Vince Orgovan, 
Greg Nichols, David Grant, Gretchen Loihle,

and Galen Hunt

Microsoft Corporation

1

http://winqual.microsoft.com

http://winqual.microsoft.com/


A Revelation

ÅSoftware has bugs.

ÅEven shippingsoftware.

ÅEven aƛŎǊƻǎƻŦǘΩǎshipping software.

ÅOh, and so does hardware 

όōǳǘ ǿŜΩƭƭ ŎƻƳŜ ōŀŎƪ ǘƻ ǘƘŀǘ Ǉƻƛƴǘ ƭŀǘŜǊΦΦΦύ
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Two Definitions

ÅBug: a flaw in program logic

#define MYVAR *( int *)random()
...
MYVAR = 5;

ÅError: a failure in execution caused by a bug
ïwǳƴ ƛǘ рΣллл ǘƛƳŜǎΣ ȅƻǳΩƭƭ ƎŜǘ Ϥ рллл ŜǊǊƻǊǎΦ

ÇOne bug may cause manyerrors.
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The Challenge

ÅMicrosoft ships software to 1 billion users, 

ïHow do we find out when things go wrong?

ÅWe want to

ïfix bugs regardless of source 

Åapplication or OS

Åsoftware, hardware, or malware

ïprioritize bugs that affect the most users

ïgeneralize the solution to be used by any programmer
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Reported Bugs

Error Reporting Trigger

Kernel CrashesCrashdumpfound in pagefile on boot.

Application CrashesUnhandledprocessexception.

Application HangsFailureto processuserinput for 5 seconds.

Service HangsServicethreadtimesout.

Installation FailuresOSor applicationinstallationfails.

App. Compat. IssuesProgramcallsdeprecatedAPI.

Custom Errors ProgramcallsWERAPIsto report error.

UI DelaysTimerasserttakeslongerthan expected.

Invariant ViolationsShipassertin codefails.
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Windows Error Reporting (WER)
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WER by the Numbers

billions Error reports collected per year (App,OS,HW)

1 billion Clients

100 million Reports /day processing capacity*

17 million Programswith error reports in WER

many 1000s Bugs fixed

over 700 Companiesusing WER

200 TB of Storage

60 Servers

10 Yearsof use

2 Serversto record every error received

1 # of programmers needed to access WER data
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Outline

VIntroduction

ÇHow do we process billions of error reports?

ÇExperiences fixing bugs from

ÇSoftware

ÇHardware

ÇMalware

ÇConclusion
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5ŜōǳƎƎƛƴƎ ƛƴ ǘƘŜ {ƳŀƭƭΧ
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Technicians 
ǊŜǇƻǊǘǎ άǘƻǇ 
ǘŜƴέ ƛǎǎǳŜǎ ǘƻ 
programmers

Lƴ ǘƘŜ [ŀǊƎŜ ǿƛǘƘƻǳǘ ²9wΧ
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The Human Bottleneck

Å/ŀƴΩǘ ƘƛǊŜ ŜƴƻǳƎƘ ǘŜŎƘƴƛŎƛŀƴǎ

ÅData is inaccurate

ÅHard to get additional data

Åbƻ άƎƭƻōŀƭέ ōŀǎŜƭƛƴŜ

ÅUseless for heisenbugs

ÅNeed to remove humans
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Goal: Fix the Data Collection Problem

ÅAllow one service to record

ïevery error (application, OS, and hardware)

ïon every Windows system 

ïworldwide.  

ÅCorollary:
Ç¢Ƙŀǘ ǿƘƛŎƘ ǿŜ Ŏŀƴ ƳŜŀǎǳǊŜΣ ǿŜ Ŏŀƴ ŦƛȄΧ
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An Outlook Plug-in Example

plugin.dll:

#define MYVAR *( int *)random()
...
void foo ( int i , int j) 
{

if ( i & 1)
memcpy(&MYVAR, j, 4);

else
...

}
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