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A Revelation

A Software has bugs.
A Evenshippingsoftware.
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A Oh. and so does hardware =
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Two Definitions

A Bug: dlaw in program logic
#define MYVAR *( int *)random()

MYVAR = 5;

A Error: afailure in executioncaused by a bug
iwdzy AG0 pZnnn GAYSaszZ &2dzQ

C One bug may caugmanyerrors.



The Challenge

A Microsoft ships software td billion users,
I How do we find out when things go wrong?

A We want to

I fix bugs regardless of source
A application or OS
A software, hardware, or malware

I prioritize bugs that affect the most users
I generalize the solution to be used by any programmer



Reported Bugs

KernelCrashes Crashdumpfound in pagefile on boot.
ApplicationCrashes Unhandledprocessexception
ApplicationHangs Failureto processuserinput for 5 seconds
ServiceHangs Servicghreadtimesout.
Installation Failure OSor applicationinstallationfails.
App.Compat Issues ProgramcallsdeprecatedAPI
CustomErrors ProgramcallsWERAPIgo report error.
Ul Delay: Timerasserttakeslongerthan expected
Invariant Violations Shipassertin codefails




Windows Error Reporting (WER)

Do you want to send more information about the
~ problem?

Additional details about what went wrong can help Microsoft

create a sclution.

o : tezt exe has encountered a problem and needs to close.
' ‘f / Sh ow D'E1:E|||5 We are zory for the inconvenience.

I pou were in the middle of something, the information you were working on
right be lozt,

Pleaze tell Microsoft about this problem.

YWe have created an error repart that vou can send to uz. We will treat
thiz report az confidential and anonymos.

To zee what data thiz eror report containg, click here,

.................................

Send Ermor Repart | i Don't Send

.................................




WER by the Numbers
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Outline

V Introduction

C How do we process billions of error reports?

C Experiences fixing bugs from
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C Hardware
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C Conclusion
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The Human Bottleneck

Al vyQi KANB Sy
A Data is inaccurate

A Hard to get additional data
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A Useless for heisenbugs

A Need to remove humans



Goal: Fix the Data Collection Problemnr

A Allow one service to record
I every error(application, OS, and hardware)
I onevery Windows system
I worldwide.

ACorollary:
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An Outlook Plugn Example

plugin.dll:
#define MYVAR *( int *)random()

void foo (int 1, iInt )
{
f( 1 &1)
memcp{&MYVAR, |, 4);
else






