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ABSTRACT

Mobile handhelds with wireless access are used in
numerous safety critical applications. The wireless
network protocols in use are vulnerable to a wide
array of denial of service attacks. We propose a for-
mal method for modeling semantic denial of service
attacks against wireless network protocols. We then
use our proposed model to find a new deadlock vul-
nerability in IEEE 802.11. The history of published
denial of service attacks against wireless protocols
indicates that formal methods can contribute to the
construction of robust protocols.

1. INTRODUCTION

The use of mobile handhelds in safety critical ap-
plications is increasing. Such devices are used in life
critical medical systems, intelligent transport sys-
tems (ITS), emergency communications and alarm
systems. Furthermore, the current trend is to use
standard commercial off the shelf (COTS) equip-
ment and protocols in safety critical applications.
Such safety critical applications require that the
wireless networks used for communication by the
mobile handhelds are available when needed.

The availability of a wireless network can be dis-
rupted by denial of service (DoS) attacks. An ad-
versary mounting a DoS attack on a wireless net-
work used in safety critical applications could cause
injury or death, as well as significant material dam-
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age.

We divide wireless network DoS attacks into four
categories: Jamming attacks, flooding attacks, se-
mantic attacks and implementation specific attacks.
Jamming attacks are mounted by transmitting noise
in the radio frequencies used by the wireless net-
work. Flooding attacks exhaust resources by send-
ing a large amount of messages to a protocol par-
ticipant. Semantic attacks exploit protocol weak-
nesses by transmitting valid protocol messages with
forged message fields. One example of a semantic
attack is the deauthentication attack against IEEE
802.11 networks [1]. Finally, implementation spe-
cific attacks target implementation vulnerabilities
in specific hardware or software. This category of
attacks includes transmitting invalid protocol mes-
sages, since a correct implementation should dis-
card all invalid messages. Implementation specific
attacks are not related to the protocol design and
will not be considered further in this paper.

The link layer protocols used in current wireless
networks are vulnerable to semantic DoS attacks.
Vulnerable protocols are used in 802.11 wireless lo-
cal area networks (WLANs) [1}, 2, 11} 3], 802.16
broadband networks [4], and GSM and UMTS mo-
bile networks [10]. Due to functionality, perfor-
mance or cost requirements, certain signaling mes-
sages used by these protocols are not integrity pro-
tected. One obvious solution to this problem is to
integrity protect every message. However, a wire-
less network needs to exchange signaling messages,
e.g. signal strength measurements, before it starts
the authentication and key agreement (AKA) pro-
cedure. These initial signaling messages cannot be
protected using the keys derived from the AKA pro-
cedure. Furthermore, small battery powered de-
vices might not have the resources to verify the
integrity of every message. The integrity protec-
tion of time critical signaling messages in wireless
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networks might limit the usable bandwidth. The
functionality of the wireless network might even de-
pend on the use of unprotected messages, e.g. a
network that has to provide service to clients that
do not support any security mechanisms. As a con-
sequence, these link layer protocols only protect a
subset of all protocol messages. Any unprotected
message could potentially be used by an adversary
to disrupt the wireless network. Even the security
mechanisms in the long term evolution (LTE) fourth
generation (4G) mobile networks only protect a sub-
set of the protocol messages [20].

A significant research effort has been invested in
making network protocols more robust against jam-
ming and flooding attacks. The research results are
formal methods, models, tools and design princi-
ples to aid protocol designers [18| |16l 19| 21| [22]
13| [12]. The research effort on semantic DoS attack
detection and prevention has been of a more infor-
mal nature. A multitude of semantic DoS attacks
have been discovered in existing wireless protocols,
practical attacks have been demonstrated, and ad
hoc countermeasures have been proposed [1}, [2} |11}
3]. The fact that new semantic vulnerabilities are
routinely being discovered in proposed and opera-
tive protocols indicates that it is difficult to avoid
protocol vulnerabilities. To improve the robustness
of wireless networks used in safety critical applica-
tions, we need to verify that an adversary cannot ex-
ploit unprotected protocol messages to disrupt the
service provided by the protocol.

Narayana et. al. proposed a formal model for
evaluating semantic DoS attacks in 2006 |17]. To
the best of our knowledge, this is the only pro-
posed model of semantic DoS attacks in the litera-
ture prior to our work. Narayana et. al. use the
temporal logic of actions (TLA+) to model the pro-
tocol and adversary, and to specify the model prop-
erties. They then apply the TLA+ model checker
(TLC) to find DoS vulnerabilities. They define a
DoS attack as a situation where the protocol partic-
ipants cannot reach their final state. Our proposed
model has three major contributions compared to
their model. First, we propose a cost model. The
cost model provides an objective quantification of
the severity of the protocol vulnerabilities. Second,
our model is able to detect scenarios where partic-
ipants reach their final state, and are then desyn-
chronized by a new attack. This kind of attack will
not be detected in the model proposed by Narayana
et. al., since the participants in this case are able to
reach their final state. Third, we demonstrate the
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Figure 1: Protocol model with initiator and
responder. The adversary is modeled as the
network. The adversary can read, replay
or forge every unprotected protocol message.
The adversary cannot delete or intercept (i.e.
read and delete) protocol messages.

usefulness of our model through the detection and
experimental validation of a previously unknown
deadlock vulnerability in the 802.11 standard.

In this paper we propose a formal method and
model for evaluating wireless network protocol vul-
nerabilities to semantic DoS attacks. We analyze
the adversary goals to find an appropriate quantifi-
cation of the adversary cost. We then quantify the
the protocol participant cost, and propose an attack
efficiency definition. Finally, we use our model to
discover a new deadlock vulnerability in the IEEE
802.11 family of standards. The proposed formal
method is not protocol specific, it can be used to
analyze any wireless protocol.

Our work complements the research efforts to make
wireless networks more robust against jamming and
flooding attacks. A network must be robust against
all categories of DoS attacks. If one category of at-
tacks is not addressed, then an adversary may still
be able to disrupt the network.

The rest of this paper is structured as follows:
Section [2 presents the formal protocol model and
adversary model. Section [3]presents the cost model.
Section [ presents our model of IEEE 802.11 and
Section 5] presents the experimental results. Finally,
Section [G] gives the conclusions.

2. PROTOCOL AND ADVERSARY MODEL

We model a two party protocol P as illustrated in
Figure[l] The protocol participants are the initiator
I and responder R.

Each participant has a set of local protocol states.
We model I and R as deterministic finite state
transducers defined by the 7-tuples

I= (ZuSIasIoa(sIawI/yvaI)
R = (Za SR7 SRy 6Ra WR,TR, FR)
where:
e ¢ is the empty string

e 3 = {o|oisaprotocol message} U {e}



e Sy = {sr|srisaprotocol initiator state}

e Sr = {sr|srisaprotocol responder state}

® 57, € Sy is the protocol initiator initial state
® sp, € Sg is the protocol responder initial state

e 07 : Sy X ¥ — Sy is the initiator state transi-
tion function

e 0Rr : SR X ¥ — Sg is the responder state tran-
sition function

e wr: Sy x XY — X is the initiator output func-
tion

® Wg : S X X — Yis the responder output func-
tion

e 77 : Sy x ¥ — RTis the initiator cost function

e Yr : Sp x ¥ — RTis the responder cost func-
tion

e F; C Sy = {sr|sr € Srand P providesservice}

e Fr C Sgr = {sr|sr € Sg and P providesservice}

The service provided by a protocol depends on the
protocol’s purpose. One common service is the trans-
port of higher layer user data. The protocol P is
in a state (sy,sg) where it provides service when
(SI,SR) € (FI X FR).

We model an adversary A who can read, replay or
forge every unprotected protocol message o4 € ¥ 4.
The adversary cannot delete or intercept (i.e. read
and delete) messages. These capabilities correspond
to a real world adversary who utilizes commercial
off the shelf hardware and software. An example of
such an adversary is someone with an 802.11 net-
work interface card with driver support for monitor
mode and frame injection. When not attacking, the
adversary simply forwards all messages between I
and R. We model the attack behavior of the adver-
sary as a nondeterministic finite state transducer
defined by the 7-tuple

A= (EAv SA7SA03 5A7OJA,'}/A7FA)

where:

e Y4 CY¥={0aloa € Xand Acanforgeca} U {e}

e Sa = {sal|saisanadversary state}
® 54, € Sa is the adversary initial state

e 04 :Sa — P(Sa) is the adversary state tran-
sition function

e wp:S4 — X X X4 is the adversary output
function

® v4 : Sa — RTis the adversary cost function

e Fa CSa=1{salsa € Sa and A has finished attack}

The function w4 outputs a pair of messages. The
first message is transmitted to I, and the second
message to R. If the output is (e, €), then no mes-
sages are transmitted. The adversary mounts an
attack by transmitting one or more messages 4.
A successful attack triggers a transition from a pro-
tocol state (sy,sgr) € (Fr x Fr) to a protocol state
(s1,sr) ¢ (Fr x Fr). We limit the number of mes-
sages that the adversary can transmit. Once this
limit is reached, the adversary transitions to a state
sa€Fa.

3. COST MODEL

The model presented in Section [2] can be used
without a cost model to find deadlock vulnerabili-
ties in a protocol. However, we have to define a cost
model to find other semantic DoS vulnerabilities
that do not cause a deadlock, since a protocol might
be vulnerable to highly efficient attacks that cause
temporary disruption. First, we define four addi-
tional functions. The function 7, : ¥ — RT, with
Tm(€) = 0, represents the transmission time of a pro-
tocol message o. The function 7, : ¥ — RT, with
To(€) = 0, represents the protocol overhead time of
a message o, e.g. waiting for a time slot before mes-
sage transmission. Finally, we define the functions:

7(0) = Tm(9) + 7o(0)

Tigum (015 02) = Tm(01) + T (02)

We assume that the adversary seeks to maximize
network disruption and minimize the probability of
being located. The adversary has to be in physical
proximity of a wireless network in order to mount
an attack. Location determination methods such
as triangulation or trilateration can be used by the
network operator to determine the physical location
of the adversary. If an adversary is located, then
an ongoing attack can be stopped and the adver-
sary can be apprehended. The precision of location
determination depends on the number of measure-
ments. The longer an adversary transmits a wireless
signal, the higher the probability of being located.
An adversary would thus limit his transmission time
to a minimum to avoid being located.

The time spent transmitting a signal is also strongly
correlated with energy consumption. If an adver-



sary can mount an attack by very infrequent trans-
missions, then he could use a battery powered de-
vice to cause long term disruption of the network.
Such long lived, low power devices are referred to
as “cyber mines” [18]. The ability to use “cyber
mines” reduces the risk to the adversary, since he
no longer has to be physically present when the at-
tack is mounted.

The adversary constraints are thus location de-
termination time and energy usage. We propose
that the transmission time of the messages used for
the attack, measured in seconds, is the most ap-
propriate quantification of the adversary cost I'4.
Formally, we first define v4 as follows:

YA(54) =Ty (WAa(s4))

We define the adversary cost I'4 as the cumula-
tive output of v4, with 'y = 0 in the initial state
sa,- A more sophisticated adversary model could
include the computational cost of constructing a
message or breaking certain cryptographic primi-
tives as part of the cost function y4. We do not
include these costs in our model, since we model
an adversary that only transmits unprotected mes-
sages. The energy costs of computation are thus
insignificant compared to the energy costs of trans-
mission.

A wireless network provides one or more services.
A DoS attack causes a time period where service is
not provided. In our model, this is represented by
the time spent in protocol states (sg,sr) ¢ (Fr x Fr).
We propose to use this time period, measured in sec-
onds, to quantify the protocol cost I'p. Formally,
we first define y; and g as follows:

0 ifsy € Frand
5(81,0’) eFr
vi(s1,0) =< T(w(sy,0)) ifsy ¢ Fr
T(w(sr,0)) ifsr € Frand
d(sp,0) ¢ Fr
0 ifsg € Frand
0(sm,0) € Fr
Yr(sRr,0) =¢ T(w(sr,0)) ifsgp ¢ Fgr
T(w(sg,0)) ifsg € Frand
0(sm,0) ¢ Fr

We then define I'; as the cumulative output of ~p,
with I'r = 0 in the initial state sy,. Next, we define
I'r as the cumulative output of vg, with ' = 0
in the initial state sg,. Finally, we define I'p =
I'r+TIg.

We compare the cumulative cost functions I' 4

and I'p to a physical layer jamming attack as an
illustration. In a constant jamming attack, the ad-
versary transmits noise in the radio frequencies used
by the wireless network. As long as the adversary
is transmitting, the protocol does not provide ser-
vice. Once the adversary stops transmitting, the
protocol immediately provides service again. In our
model, I'4 represents the time spent transmitting
by the adversary and I' p represents the time period
where the protocol does not provide service. Thus,
an equivalent semantic attack would haveI'y = I'p.

To achieve his goals, an adversary would try to
find attacks where I'p > T"4. Such attacks could
be considered as an amplifier for the adversary. An
attack where I'p = 2T 4 is twice as efficient as a
constant jamming attack, i.e. it has an amplifica-
tion of 2. We define this amplification as the attack
efficiency E:

I'p

=T,
The adversary’s goal is thus to find an attack with
the highest possible attack efficiency F. A semantic
attack with £ > 1 could be considered a protocol
weakness. However, it is up to the protocol designer
to decide the acceptable attack efficiency threshold.
Note that the cost model can be replaced by mod-
ifying the cost functions of the protocol and adver-
sary models. Our proposed cost model is simple,
which makes it easy to implement and model check.
A more sophisticated cost model might give more
realistic results. The tradeoff between realism and
practicality in the cost model is one possible avenue

of future work.

4. MODELING IEEE 802.11

We validate the usefulness of our proposed model
by model checking TEEE 802.11 [9]. IEEE 802.11
is a family of standards for wireless local area net-
works (WLANSs). The standard specifies the WLAN
medium access control (MAC) and physical (PHY)
layers. The 802.11 specification is unclear on sev-
eral points, which require interpretation. We use
the open source hostapd [14] and wpa_supplicant
[15] implementations of 802.11 as a guideline for
how to interpret ambiguities. We model a subset of
the IEEE 802.11 MAC layer with the 802.11i [8] and
802.11h [7] amendments. The cost parameters are
based on the 802.11g [6] PHY layer with a 54 Mbit/s
transfer speed. We use the Promela language to im-
plement the model and the SPIN model checker to
find protocol vulnerabilities [5]. Our model consists
of three entities: An access point (AP), a station
(STA) and an adversary. The AP acts as the re-



sponder R and the STA acts as the initiator I. The
entities are modeled as Promela processes. The cu-
mulative cost functions I' 4 and I'p are global vari-
ables that are incremented during state transitions.
The network is modeled as two asynchronous mes-
sage channels in Promela, one in each direction.
The STA initiates a connection setup whenever it is
in state sg,.

Once the AP and STA have performed the 802.11
authentication, association and key agreement pro-

cedures, they alternately send and receive data frames.

We model (sg,sr) € (Fr x Fr) as the state where
the STA receives a valid data frame from the AP
and then transmits a data frame to the AP. One
major challenge of using the proposed cost based
model is how to avoid an infinite state space. If the
protocol participants enter an infinite loop through
protocol states (sr,sr) ¢ (Fr x Fr), then I'p, and
thus the state space, will keep increasing. We solve
this by letting only one of the participants initiate
the transfer of data frames once the protocol tran-
sitions from a state (sr,sr) ¢ (Fr x Fr) to a state
(SI,SR) S (FI X FR) While in (SI,SR) € (FI X FR)
the participants only transmit a data frame once
they receive a data frame. If an attack causes a
desynchronization of the participants, then the 802.11
resynchronization mechanisms will enable the AP
and STA to resume communication. If, however,

the resynchronization mechanisms fail, then the model

will deadlock. This property makes checking for
protocol deadlock vulnerabilities simple, since SPIN
has a built-in test for deadlocks.

Having implemented the model in Promela, we
then need to specify the properties to be checked.
We use linear temporal logic (LTL) for this purpose.
The LTL formula used for checking the cost based
model is:

O(Ca=0)V ({2 <))

The parameter T specifies the attack efficiency
threshold. The most efficient published DoS attack
against 802.11 is the quiet attack from [11].

S. EXPERIMENTAL RESULTS

We first set the threshold to the efficiency of the
quiet attack to verify that the attack is found by
the model checker. The result is that SPIN finds
the quiet attack. We then proceed to set the thresh-
old to slightly more than the efficiency of the quiet
attack to see if a more efficient attack exists. The
result is negative, the quiet attack is the most effi-
cient attack against 802.11 in our model. We then
gradually lower the threshold in order to find other

less efficient attacks. The results are that the model
checker is able to find the previously known seman-
tic DoS attacks against 802.11, but we do not find
any new attacks.

We then proceed to check for deadlocks. The re-
sult is that SPIN finds a new deadlock vulnerability
in 802.11i. The adversary transmits a valid 802.11
Open System authentication request from the STA
to the AP while the protocol participants are in
a state (sr,sr) € (Fr x Fr). The AP deletes its
802.111 security association with the STA, but stays
in 802.11 State 3. All data frames from the STA to
the AP are dropped, since they are encrypted and
integrity protected with a key that the AP no longer
has access to. The AP cannot transmit any data
frames to the STA, since it is unable to sign and
encrypt them. The 802.11 resynchronization mech-
anisms are not triggered since both the AP and the
STA are in 802.11 State 3.

We proceed to experimentally validate the vul-
nerability. We set up an 802.11 network using a
wireless router with the hostapd software as the
AP and a laptop computer with the wpa_supplicant
software as the STA. The adversary causes a pro-
tocol deadlock by transmitting a single authentica-
tion request frame. In practice, the STA is able
to recover after approximately 7 minutes due to an
internal timeout. This timeout is not specified in
the 802.11 standard, however, so there is no guar-
antee that other implementations would be able to
recover. Even with this ability to recover, the at-
tack is far more efficient than any published DoS
attacks against 802.11. The author of hostapd and
wpa_supplicant has been notified about the vulner-
ability.

6. CONCLUSIONS

The history of published attacks against existing
wireless protocols shows that the design of robust
protocols could greatly benefit from formal analy-
sis tools. We have proposed a formal method for
modeling semantic DoS attacks against wireless net-
works and shown how the model can be used to
discover protocol vulnerabilities. By this, we have
found a new deadlock vulnerability in 802.11 and
experimentally validated it. Our proposed model
can facilitate the design of robust protocols by dis-
covering vulnerabilities during the design process.
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